SEGURING YOUR
SANA WEB STORE
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Your Sana web store integrates seamlessly with your ERP, so its security is of the
utmost importance. This is how Sana Commerce helps you create a user-friendly
but above all secure online shopping environment for your clients.

Tested and Certified
When it comes to integrated solutions, security is paramount. That's why our e-commerce software is
evaluated, tested and certified by Lionbridge, Microsoft and SAP.

Firewalls, IP Restriction and DMZ
You can use a firewall to secure your Sana web store and ERP system. However, you can go even further by also
setting up IP restriction or even a Demilitarized Zone.

Closed Source
Our source code is reviewed only by trusted clients and partners to ensure the best quality. This lets us offer
the benefits of open source, without granting access to anyone and everyone.

OWASP Best Practices
Excellent security starts with your source code. That's why our developers apply best practices as defined by
the Open Web Application Security Project (OWASP).

Password and Credit Card Data Storage
By default, Sana Commerce does not store credit card information — this remains with the payment service
provider. Sana Commerce also does not store unhashed passwords.

SSL/TLS
Web stores implemented by Sana always make use of SSL or TLS protocols. These provide security for the data
traffic between web servers and browsers.

VPN
Sana Commerce lets you use a Virtual Private Network, a secure private internet connection, for the data
exchange between your web store and your ERP system.

Failover
It's possible to set up a failover system using multiple Sana installations. This ensures that your web store is
always available for use.

Data Redundancy
If you choose to host your web store with Sana, you can rest assured that your data is safe due to our highly
redundant data storage setups



ABOUT SANA COMMERGE

Sana helps businesses all over the world reach their full potential. We offer the
shortcut to e-commerce. How? Through 100% seamless integration with SAP and
Microsoft Dynamics. Our e-commerce solution leverages existing business logic
and data in powerful and user-friendly web stores. This lets our clients focus on
improving their customer experience, streamlining sales processes, and increasing
sales volume and frequency.

Sana Commerce is a certified partner of Microsoft Dynamics and SAP. Our
innovative approach and strong partner network have made Sana the driving force
behind over 1,200 web stores worldwide. Thanks to our extensive experience and
expertise, we can offer more than just a product — we also support services such as
online marketing, Search Engine Optimization (SEO) advice, hosting and design.

Future-proof your business and join our e-commerce movement.
For more information, visit www.sana-commerce.com.
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The shortcut to e-commerce
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